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 94.9% ﾠof ﾠChinese ﾠInternet ﾠusers ﾠhave ﾠmonthly ﾠsalary ﾠof ﾠ
5000 ﾠRMB ﾠ ﾠ(£479) ﾠor ﾠbelow
 Widening ﾠincome ﾠinequality
 Results ﾠfrom ﾠan ﾠopinion ﾠpoll ﾠon ﾠ163.com:
± Do ﾠyou ﾠwant ﾠto ﾠbe ﾠa ﾠhacker? ﾠ86.72% ﾠYes ﾠ(9031 ﾠvotes)
± Should ﾠhackers ﾠuse ﾠtheir ﾠskill ﾠto ﾠmake ﾠprofit? ﾠ53.82% ﾠ
Yes ﾠ(7443 ﾠvotes)
* ﾠThe ﾠpoll ﾠis ﾠplaced ﾠon ﾠan ﾠarticle ﾠabout ﾠhow ﾠ18-ﾭ20 ﾠyear ﾠ
olds ﾠare ﾠmaking ﾠtens ﾠof ﾠthousands ﾠof ﾠRMB ﾠper ﾠmonth ﾠin ﾠ
the ﾠunderground ﾠeconomy5
Disgruntle ﾠIT ﾠindustry
 In ﾠ2003 ﾠ± 2009, ﾠbetween ﾠ86.4% ﾠ-ﾭ 91% ﾠof ﾠIT ﾠemployees ﾠare ﾠ
unhappy ﾠabout ﾠtheir ﾠsalary
 In ﾠ2009, ﾠIT ﾠhad ﾠthe ﾠlowest ﾠjob ﾠretention ﾠrate
 Typical ﾠmonthly ﾠsalaries:
± Web ﾠadministration: ﾠ800±2000RMB ﾠ(£75 ﾠ-ﾭ £187)
± Enterprise ﾠsystem ﾠadmin: ﾠ2000±3500RMB ﾠ(£187 ﾠ-ﾭ
£328)
± Software ﾠdeveloper ﾠ(5 ﾠyr ﾠexperience): ﾠ12000±
15000RMB ﾠ(£1,146 ﾠto ﾠ£1433)
Source: Which level are you at? An investigation into the state of survival for the IT people, CNET News -
http://www.cnetnews.com.cn/2010/0311/1659908.shtml6
Cybercrime ﾠlegislation ﾠin ﾠChina
 The ﾠCriminal ﾠLaw ﾠis ﾠthe ﾠprimary ﾠguideline ﾠfor ﾠprosecution ﾠ
and ﾠsentencing ﾠ(Articles ﾠ285 ﾠ± 7)
 There ﾠare ﾠgaps ﾠand ﾠinadequacies ﾠe.g. ﾠmax. ﾠpunishment ﾠfor ﾠ
invasion ﾠinto ﾠstate ﾠsystems ﾠis ﾠ< ﾠ3 ﾠyears ﾠof ﾠimprisonment ﾠ(Qi
et ﾠal. 2009)
 From ﾠ2000 ﾠ± 2009, ﾠ102 ﾠoffenders ﾠwere ﾠreported ﾠin ﾠthe ﾠ
3HRSOH¶V'DLO\QHZVSDSHUWRKDYHFRPPLWWHGF\EHUFULPH
but ﾠofficial ﾠpunishment ﾠwas ﾠonly ﾠreported ﾠfor ﾠ13 ﾠoffenders ﾠ
(Lu ﾠet ﾠal. ﾠ2010)
Sources: Lu, H., Liang, B. and Taylor, M. (2010) A Comparative Analysis of Cybercrimes and Governmental Law Enforcement in 
China and the United States. IN: Asian Journal of Criminology.DOI: http://dx.doi.org/10.1007/s11417-010-9092-5. 
Qi, M., Wang, Y., and Xu, R. (2009) Fighting cybercrime: legislation in China. IN: International Journal of Electronic Security and 
Digital Forensics, Vol. 2(2) pp.219-227. DOI: http://dx.doi.org/10.1504/IJESDF.2009.0249057
Booming ﾠunderground ﾠeconomy
 The ﾠnet ﾠvalue ﾠof ﾠthe ﾠChinese ﾠunderground ﾠeconomy ﾠis ﾠ
estimated ﾠto ﾠbe ﾠreaching ﾠ10 ﾠbillion ﾠRMB ﾠ(US$1.48 ﾠbillion)
 Far ﾠlarger ﾠthan ﾠthe ﾠestimated ﾠvalue ﾠof ﾠthe ﾠWestern ﾠ
underground ﾠeconomy ﾠUS$276million
 Malware ﾠon ﾠmobile ﾠdevices ﾠalso ﾠrising, ﾠreaching ﾠ1000 ﾠ
variants ﾠby ﾠthe ﾠend ﾠof ﾠ2009
 The ﾠvalue ﾠof ﾠthe ﾠmobile ﾠmalware ﾠproduction ﾠchain ﾠis ﾠ
conservatively ﾠestimated ﾠto ﾠbe ﾠaround ﾠ1 ﾠbillion ﾠRMB ﾠ
(US$148 ﾠmillion)8
Why ﾠstudy ﾠChina?
 The ﾠthreat ﾠof ﾠhuge ﾠbreeding ﾠground ﾠof ﾠcybercriminals ﾠ
 A ﾠpotential ﾠsafe ﾠhaven ﾠwith ﾠknown ﾠissues ﾠin ﾠcooperation ﾠ
with ﾠWestern ﾠlaw ﾠenforcement ﾠin ﾠtackling ﾠcybercrime
 The ﾠskill ﾠrequired ﾠto ﾠmake ﾠprofits ﾠin ﾠcybercrime ﾠis ﾠfalling ﾠ±
presents ﾠan ﾠunprecedented ﾠopportunity ﾠfor ﾠthe ﾠpoor




The ﾠaim ﾠof ﾠthis ﾠtalk ﾠis ﾠto ﾠprovide ﾠan ﾠopen ﾠintelligence ﾠreport ﾠ
on ﾠthe ﾠstate ﾠof ﾠcyber ﾠsecurity ﾠin ﾠChina.
 Hacktivism in ﾠChina
 Current ﾠmodel(s) ﾠof ﾠcybercrime
 The ﾠChinese ﾠunderground ﾠeconomy ﾠin ﾠdetailHacking ﾠand ﾠ
Hacktivism11
Hacking
 Hacking ﾠis ﾠthe ﾠessence ﾠof ﾠcybercrime
 Immensely ﾠpopular ﾠin ﾠChina
 Approximately ﾠ3.8 ﾠmillion ﾠregistered ﾠusers ﾠacross ﾠjust ﾠ19 ﾠ
forums
 Chinese ﾠgovernment ﾠhas ﾠbegun ﾠcracking ﾠdown ﾠon ﾠforums ﾠ
promoting ﾠmalicious ﾠhacking ﾠin ﾠa ﾠbid ﾠto ﾠimprove ﾠWeb ﾠ
security
 Hacktivist groups ﾠhave ﾠvolunteered ﾠto ﾠhelp ﾠout ﾠwith ﾠ
cleaning ﾠout ﾠmalicious ﾠweb ﾠpages12
Chinese ﾠhacktivism
 The ﾠChinese ﾠpolitically-ﾭmotivated ﾠhacktivists first ﾠappeared ﾠ
in ﾠthe ﾠmid-ﾭ1990s ﾠwhen ﾠInternet ﾠfirst ﾠbecame ﾠpublicly ﾠ
available ﾠin ﾠChina
 They ﾠare ﾠa ﾠdifferent ﾠkind ﾠof ﾠhacktivists in ﾠthat ﾠthey ﾠhack ﾠto ﾠ
defend ﾠthe ﾠcountry, ﾠnot ﾠagainst
 They ﾠhave ﾠa ﾠstrict ﾠcode ﾠof ﾠconduct ﾠin ﾠnot ﾠhacking ﾠwithin ﾠ
China
 Hacking ﾠis ﾠa ﾠway ﾠfor ﾠthem ﾠto ﾠvoice ﾠtheir ﾠopinion ﾠon ﾠpolitical ﾠ
matters ﾠthus ﾠnot ﾠalways ﾠdestructive13
Chinese ﾠnationalism ﾠ+ ﾠhacking
³&KLQHVHQDWLRQDOLVPLVQRWMXVWDERXWFHOHEUDWLQJWKHJORULHVRI
Chinese ﾠcivilization;; ﾠit ﾠalso ﾠFRPPHPRUDWHV&KLQD¶VZHDNQHVV. ﾠThis ﾠ
QHJDWLYHLPDJHFRPHVRXWPRVWGLUHFWO\LQWKHGLVFRXUVHRI&KLQD¶V
Century ﾠof ﾠNational ﾠHumiliation. ﾠChinese ﾠbooks ﾠon ﾠthe ﾠtopic ﾠ
generally ﾠtell ﾠthe ﾠtale ﾠof ﾠChina ﾠgoing ﾠfrom ﾠbeing ﾠat ﾠthe ﾠcentre ﾠof ﾠthe ﾠ
world ﾠto ﾠbeing ﾠthe ﾠSick ﾠMan ﾠof ﾠAsia ﾠafter ﾠthe ﾠOpium ﾠWar ﾠ(1840) ﾠ
only ﾠto ﾠrise ﾠagain ﾠwith ﾠthe ﾠCommunist ﾠRevolution ﾠ(1949)...The ﾠ
GLVFRXUVHRIQDWLRQDOKXPLOLDWLRQVKRZVKRZ&KLQD¶VLQVHFXULWLHV
are ﾠnot ﾠjust ﾠmaterial, ﾠa ﾠmatter ﾠof ﾠcatching ﾠup ﾠto ﾠthe ﾠWest ﾠmilitarily ﾠ
and ﾠeconomically, ﾠbut ﾠsymbolic. ﾠIndeed, ﾠone ﾠof ﾠthe ﾠgoals ﾠof ﾠChinese ﾠ
IRUHLJQSROLF\KDVEHHQWRµcleanse ﾠNational ﾠHumiliation¶´
Source: Callahan, W. (2004) National Insecurities: Humiliation, Salvation, and Chinese Nationalism14
Famous ﾠgroups ﾠ(1)
 Green ﾠArmy ﾠ(ੳ೤ѡ๶): ﾠ
± The ﾠvery ﾠfirst ﾠgroup ﾠof ﾠChinese ﾠhacktivists
± Attacked ﾠIndonesian ﾠwebsites ﾠin ﾠresponse ﾠto ﾠthe ﾠ
Indonesian ﾠriots ﾠin ﾠ1997, ﾠwhich ﾠgained ﾠmedia ﾠattention ﾠ
and ﾠhero ﾠstatus
± Disbanded ﾠin ﾠ2000 ﾠdue ﾠto ﾠcommercialisation ﾠinto ﾠ
security ﾠconsultancy ﾠ(Nsfocus?)
± May ﾠhave ﾠregrouped ﾠon ﾠIsbase.net, ﾠa ﾠforum ﾠwhich ﾠuses ﾠ
the ﾠexact ﾠsame ﾠname
Source: Henderson, S. (2007) The Dark Visistor. LuLu Press. Also, his blog at htttp://www.thedarkvisitor.com. 15
Famous ﾠgroups ﾠ(2)
 Javaphile
± Founded ﾠby ﾠa ﾠperson ﾠknown ﾠas ﾠCoolswallow
± All ﾠmembers ﾠwere ﾠstudents ﾠfrom ﾠJiaotong University
± Has ﾠa ﾠhistory ﾠof ﾠattacking ﾠforeign ﾠwebsites. ﾠThe ﾠsame ﾠ
university ﾠis ﾠrumoured ﾠto ﾠbe ﾠbehind ﾠthe ﾠrecent ﾠattacks ﾠ
on ﾠGoogle ﾠCN
± Coolswallow is ﾠalleged ﾠto ﾠbe ﾠan ﾠinformation ﾠsecurity ﾠ
FRQVXOWDQWIRU&KLQD¶V3XEOLF6HFXULW\%XUHDX
Source: Henderson, S. (2007) The Dark Visistor. LuLu Press. Also, his blog at htttp://www.thedarkvisitor.com. 16
Famous ﾠgroups ﾠ(2)
Source: Henderson, S. (2007) The Dark Visistor. LuLu Press. Also, his blog at htttp://www.thedarkvisitor.com. 
Peng Yinan a.k.a. 
´Coolswallowµ17
Famous ﾠgroups ﾠ(3)
 Honker ﾠUnion ﾠof ﾠChina ﾠ(ᇏݓޣग़৳ૐ): ﾠ
± One ﾠof ﾠthe ﾠlargest ﾠgroups ﾠafter ﾠthe ﾠGreen ﾠArmy ﾠ
disbanded
± Had ﾠaround ﾠ80,000 ﾠmembers
± Disbanded ﾠin ﾠ2004
± Two ﾠgroups ﾠare ﾠfound ﾠto ﾠcarry ﾠthe ﾠsame ﾠname:
 Chinesehonker.org ﾠ(honker.net)
 Cnhonkerarmy.com




China ﾠVS ﾠJapan ﾠ± Sept. ﾠ2010
 On ﾠ7th September ﾠ2010, ﾠa ﾠChinese ﾠfishing ﾠboat ﾠwas ﾠdetained ﾠ
by ﾠJapan ﾠnear ﾠthe ﾠdisputed ﾠDiaoyu Island
 The ﾠChinese ﾠgovernment ﾠwas ﾠoutraged ﾠand ﾠso ﾠwere ﾠthe ﾠ
honkers
A rally call for 
fellow honkers with 
list of targets, it is 
claimed to be a call 
from the founding 
members of the 
Honker Union of 
China.21
More ﾠon ﾠthe ﾠrally ﾠcall
 Amateur ﾠhackers ﾠwere ﾠalso ﾠinvited
 Ready-ﾭmade ﾠtools ﾠwere ﾠdistributed ﾠfor ﾠuse ﾠby ﾠamateurs
 Skilled ﾠhackers ﾠwere ﾠresponsible ﾠfor ﾠother ﾠtypes ﾠof ﾠ
intrusions
 QQ ﾠgroups ﾠwere ﾠset ﾠup ﾠfor ﾠsharing ﾠand ﾠdiscussion
 YY ﾠTeam ﾠVoice ﾠchannel ﾠwas ﾠalso ﾠused ﾠfor ﾠcollaboration22
Chinesehonker.org ﾠ(honker.net)
 The ﾠadministrator ﾠof ﾠhonker.net ﾠdismisses ﾠthe ﾠrally ﾠcall
 He ﾠdescribed ﾠsuch ﾠattacks ﾠas ﾠfutile ﾠand ﾠof ﾠlow ﾠstrategic ﾠ
value ﾠfor ﾠthe ﾠcountry
 Such ﾠattacks ﾠ
would ﾠbring ﾠ
unnecessary ﾠ
pressure ﾠon ﾠthe ﾠ
country ﾠand ﾠan ﾠ




 On ﾠthe ﾠother ﾠhand, ﾠcnhonkerarmy.com ﾠannounced ﾠon ﾠthe ﾠ
15th Sept. ﾠthat ﾠthey ﾠhad ﾠlaunched ﾠattacks ﾠon ﾠJapan ﾠsince ﾠ12th
Sept. ﾠand ﾠhad ﾠachieved ﾠsuccess
 Cnhonkerarmy.com ﾠalso ﾠsuffered ﾠattacks ﾠfrom ﾠJapanese ﾠ
hackers ﾠin ﾠretaliation
 Attacks ﾠstopped ﾠafter ﾠintervention ﾠfrom ﾠthe ﾠChinese ﾠ
government ﾠdue ﾠto ﾠincreasing ﾠpressure ﾠfrom ﾠforeign ﾠmedia
 No ﾠannouncements ﾠof ﾠany ﾠarrests ﾠ24
Cnhonkerarmy.com
Message on defaced websites by cnhonkerarmy.com25
Attribution ﾠto ﾠChinese ﾠgovernment
 No ﾠdirect ﾠlink ﾠto ﾠthe ﾠChinese ﾠgovernment
 The ﾠhacking ﾠcommunity ﾠis ﾠunlikely ﾠto ﾠbe ﾠan ﾠofficial ﾠpart ﾠof ﾠ
WKH&KLQHVHPLOLWDU\¶VSODQRQLQIRUPDWLRQZDUIDUHEHFDXVH
± Difficulty ﾠin ﾠcommand ﾠand ﾠcontrol
± Difficulty ﾠin ﾠmaintaining ﾠsecrecy ﾠand ﾠsurprise
± Difficulty ﾠin ﾠprecision ﾠtargeting
 Rather, ﾠthe ﾠgovernment ﾠprefers ﾠto ﾠrecruit ﾠtalents ﾠfrom ﾠthe ﾠ
hacking ﾠcommunity ﾠand ﾠuniversities ﾠ(e.g. ﾠCoolswallow)Model(s) ﾠof ﾠ
cybercrime27
Characteristics ﾠof ﾠcybercrime
 Well ﾠorganised ﾠtransnational ﾠunderground ﾠmarkets ﾠwith ﾠ
labour ﾠspecialisation ﾠand ﾠhealthy ﾠcompetition
 Targets ﾠthe ﾠlong ﾠtail ﾠof ﾠcrime ﾠ(higher ﾠvolume, ﾠlow ﾠin ﾠvalue)
Volume of cybercrime28
Cybercrime ﾠin ﾠthe ﾠWest
 U.S. ﾠand ﾠRussian ﾠcybercriminals ﾠform ﾠthe ﾠmajority ﾠ
although ﾠthere ﾠare ﾠpeople ﾠfrom ﾠall ﾠparts ﾠof ﾠthe ﾠworld ﾠ
including ﾠU.K. ﾠand ﾠTurkey
 Underground ﾠmarkets ﾠmainly ﾠexist ﾠon ﾠonline ﾠforums ﾠbut ﾠ
also ﾠon ﾠIRC ﾠchannels
 Very ﾠwell ﾠorganised ﾠand ﾠmatured
 Hierarchical ﾠmanagement ﾠpreferred
 Carding ﾠoriented ﾠ± the ﾠunauthorised ﾠuse ﾠof ﾠthird ﾠparty ﾠ
credit ﾠcard ﾠdetails ﾠfor ﾠpersonal ﾠgain29
Carding ﾠforum ﾠ-ﾭ Shadowcrew30
Carding ﾠforum ﾠ-ﾭ Darkmarket
 Darkmarket founded in ﾠthe ﾠU.K. ﾠby ﾠJiLSi (Renukanth
Subramaniam)
 Around ﾠ2500 ﾠmembers
 Shutdown ﾠby ﾠFBI ﾠin ﾠ2008 after ﾠa ﾠlengthy ﾠundercover ﾠ
operation
 Resulted ﾠin ﾠover ﾠ60 ﾠarrests ﾠin ﾠa ﾠdozen ﾠcountries ﾠincluding ﾠ
the ﾠU.K.31
Typical management 
hierarchy in Western 
carding forums
Cybercrime ﾠin ﾠthe ﾠWest32
Cybercrime ﾠin ﾠthe ﾠChina
 Chinese ﾠcybercriminals ﾠprefer ﾠa ﾠmore ﾠdecentralised ﾠmodel ﾠ
with ﾠlittle ﾠor ﾠno ﾠcentral ﾠmanagement ﾠ(democracy?)
 Network ﾠof ﾠtemporal ﾠrelations ﾠrather ﾠthan ﾠa ﾠhierarchical ﾠ
system ﾠof ﾠpower ﾠdelegation ﾠand ﾠfixed ﾠrole ﾠassignments
 Trading ﾠvia ﾠpublicly ﾠavailable ﾠtools ﾠsuch ﾠas ﾠQQ ﾠand ﾠBaidu
Tieba
 Theft ﾠof ﾠvirtual ﾠassets ﾠmore ﾠcommon ﾠthan ﾠcarding
± In ﾠ2008, ﾠZhuge et ﾠal ﾠestimated ﾠvalue ﾠof ﾠvirtual ﾠasset ﾠ
trading ﾠsolely ﾠon ﾠTaobao is ﾠworth ﾠapprox. ﾠ223 ﾠmillion ﾠ
RMB ﾠ(£20.8 ﾠmillion)33
A ﾠgeneral ﾠmodel ﾠof ﾠcybercrime34
Money ﾠlaundering
 To ﾠadd ﾠlayers ﾠin ﾠthe ﾠflow ﾠof ﾠmoney ﾠin ﾠorder ﾠto ﾠobscure ﾠthe ﾠ
true ﾠsource ﾠof ﾠfunding
 Money ﾠmules ﾠ± people ﾠwho ﾠreceives ﾠand ﾠforwards ﾠthe ﾠ
proceeds ﾠof ﾠfraud
An advert to recruit 
Chinese overseas 
students in the U.K. to 











Baidu Tieba (http://tieba.baidu.com) is a public 






are ﾠleft ﾠfor ﾠ
further ﾠ
negotiations.38



























 Carding ﾠgoods ﾠare ﾠ
similarly ﾠpriced ﾠas ﾠ
those ﾠobserved ﾠin ﾠthe ﾠ
West
 Chinese ﾠtracks ﾠare ﾠ
more ﾠexpensive ﾠthan ﾠ
Western ﾠtracks42
Prices ﾠ(2)
 Zombie ﾠmachines ﾠare ﾠsold/rented ﾠindividually ﾠas ﾠwell ﾠ
as ﾠin ﾠbatch. ﾠPricing ﾠalso ﾠdiffers ﾠby ﾠlocation ﾠas ﾠwell ﾠas ﾠ
webcam ﾠcontrol.
 DDoS attacks ﾠmore ﾠexpensive ﾠthan ﾠin ﾠthe ﾠWest
Services   Western Price (USD)  CN Price (USD) per unit 
Zombie sales  A botnet can be sold for 
$550 including hosting 
$0.11 ± $0.22 per zombie 
$15 for 1000 household zombies 
$15 for 1500 traffic 
zombies/Internet café zombies 
$15 for 500-700 zombies with 
webcam control 
DDoS attacks (DDoS۾ࠌ)  $60 - $80 per day  $89 to$298 (24 hour attack) 
Money laundering/Mule 
service/Cashier 
N/A  50:50 split 
Hacking training/tutorial  N/A  $22 to $149 (per student) 
IP address  N/A  10,000 IPs = $18 
 ﾠ43
Prices ﾠ(3)
Track ﾠstores ﾠsuch ﾠas ﾠltdcc.com ﾠeliminates ﾠlanguage ﾠbarriers ﾠ
between ﾠChinese ﾠand ﾠWestern ﾠcarders.Conclusion45
Conclusion
 Hacking ﾠin ﾠChina ﾠis ﾠimmensely ﾠpopular ﾠand ﾠhacktivists are ﾠ
perceived ﾠas ﾠnational ﾠheroes
 Chinese ﾠgovernment ﾠclearly ﾠshows ﾠleniency ﾠtowards ﾠthe ﾠ
hacktivists
 Cybercrime ﾠin ﾠChina ﾠis ﾠflourishing ﾠrapidly, ﾠwith ﾠvictims ﾠ
being ﾠthose ﾠin ﾠthe ﾠWest
 Chinese ﾠcybercriminals ﾠdo ﾠtrade ﾠwith ﾠthose ﾠin ﾠthe ﾠWest
 Baidu and ﾠQQ ﾠare ﾠmain ﾠfacilitators ﾠof ﾠcybercrime ﾠin ﾠChina46
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